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Abstract:

Computer networks are at the heart of today’s information society and are crucial for
providing key services such as e-commerce, cloud computing, healthcare systems, and
smart infrastructures. These services are playing a vital role in enhancing and improving
the lifestyle and connectivity. However, these services are vulnerable to network-based
attacks and cybercrimes like DDoS, brute-force login attacks, botnets, and web-based
attacks. Intrusion Detection Systems (IDSs), as their name suggests, are designed to
monitor the traffic in a network and detect any intrusion or malicious activities. These
systems are broadly classified into two types: Signature-based and Anomaly-based IDSs.
Signature-based IDSs is based on a set of predefined rules, they can detect known types of
attacks. Anomaly-based IDSs, on the other hand, can detect unknown types of attacks.
This paper discusses how Machine Learning (ML) techniques are employed in IDSs for
sorting network traffic and for automatically detecting intrusion attacks. Four supervised
learning algorithms, namely Decision Tree (DT), Support Vector Machine (SVM), K-
Nearest Neighbors (KNN), and Logistic Regression (LR), are evaluated and compared
using the CICIDS2017 benchmark dataset. The dataset includes realistic network traffic
that includes both legitimate user activities and various types of cyber-attacks. Many
preprocessing steps are implemented on the dataset, including data cleaning, correlation
analysis of features, dimensionality reduction, handling class imbalance using a hybrid
approach that includes down sampling and Synthetic Minority Over-sampling Technique
(SMOTE). The performance of the classifier is measured using various performance
parameters like Accuracy, Precision, Recall, F1 score, Confusion Matrix, and Execution
Time. From the results, it can be inferred that the DT algorithm provides better results with
an accuracy of 99.94%, indicating its suitability for IDSs.
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1. Introduction

Computer networks form the backbone of today’s digital society, supporting
critical services such as e-commerce, cloud computing, healthcare systems,
and smart infrastructures. While these services play a significant role in
improving quality of lifestyle and connectivity, they also increase

vulnerability to cyberattacks. Network-based attacks such as distributed
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denial-of-service (DDoS), brute-force login attempts, botnet activities, and

web-based exploits continue to evolve in both scale and complexity.

Intrusion Detection Systems (IDSs) are designed to monitor network traffic
and identify unauthorized or malicious activities [1]. IDSs are commonly
categorized into signature-based and anomaly-based systems. Signature-
based IDSs rely on predefined attack patterns and are effective only against
known threats. In contrast, anomaly-based IDSs detect deviations from
normal network behavior, enabling the identification of unknown and zero-

day attacks [2].

Machine learning (ML) techniques have become central to anomaly-based
intrusion detection due to their ability to automatically learn traffic patterns
from large datasets. ML-based IDSs reduce manual rule definition and
improve detection accuracy. However, the effectiveness of an IDS heavily
depends on the selected learning algorithm, dataset quality, class balance,
and computational efficiency [3], [4], [5]. Several studies reported detection
accuracies above 98%, however, many of them suffer from notable
limitations including; 1) class imbalance which lead to biased classification
models, 2) limited evaluation metrics focusing only on the accuracy, 3) high
computational complexity unsuitable for real-time deployment [6]. This
study aims to compare the performance of four classical ML algorithms
under consistent experimental conditions, focusing on both detection
accuracy and real-time performance requirements. Evaluated algorithms
include, Decision Tree (DT), Support Vector Machine (SVM), K-Nearest
Neighbors (KNN), Logistic Regression (LR).
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2. Literature Review

Extensive research has investigated the use of ML techniques for network
intrusion detection and attack classification. Early studies relied on
traditional datasets which are now considered outdated due to unrealistic
traffic patterns and redundant records. More recent studies utilize modern
datasets such as UNSW-NB15, CSE-CIC-IDS2018, and CICIDS2017 that
provide more realistic attack scenarios and richer feature sets. Researchers
have applied a variety of algorithms, including DT, SVM, KNN, LR, Neural
Networks, and Deep Learning models to identify malicious traffic, classify

attack types and improve detection accuracy.

In [7], KNN classification and k-means clustering were applied to the
CIDDS-001 dataset to evaluate NIDs. Results show that anomaly-based
NIDS outperform signature-based approaches in detecting new attacks, and
that traditional datasets such as KDD99 are insufficient. KNN achieved
nearly 99% accuracy with a low false positive rate, highlighting the
effectiveness of modern datasets and distance-based methods. However, the

study did not address the issue of data imbalance.

Researchers in [8] proposed a federated learning-based approach for
wireless intrusion detection using the AWID dataset, combining Federated
Averaging (FedAvg) with LR for classification and stacked autoencoders
for anomaly detection. The study demonstrated that federated learning can
achieve good accuracy, 88% - 95% while preserving privacy and reducing
communication and computation costs through collaborative model training
on edge devices. However, the work was limited to a simulated
environment, used a small set of algorithms, and did not address data

imbalance, focusing mainly on accuracy metric.
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In [9], researchers proposed an IDS for smart home networks to detect
traffic anomalies at the IoT gateway using the Artificial Immune System-
Extreme Learning Machine (AIS-ELM) approach. A clonal algorithm was
applied to optimize input parameters, while ELM was used for anomaly
detection. The system was evaluated on a custom dataset collected from a
Mozilla Gateway-based smart home using a Raspberry Pi. Results show
about 99% accuracy. However, the study has several limitations, including a
small and limited dataset, restricted attack types, insufficient analysis of

class imbalance, and the absence of detection time evaluation.

A study in [10] evaluated several ML techniques for intrusion detection in
IoT networks through empirical comparisons. DT, RF, Naive Bayes, and
SVM algorithms were evaluated using feature selection methods, including
Pearson correlation and Fisher score, as well as feature extraction using
Principal Component Analysis (PCA) on the NSL-KDD dataset. Results
show that a DT combined with the Fisher score achieved the best
performance with 99.26% accuracy and a prediction time of 0.4 seconds.
Despite these results, the study is limited by its lack of explicit handling of
class imbalance and its reliance on the NSL-KDD dataset, which has limited

realism for contemporary network environments.

Researchers in [11] presented a ML-based IDS to monitor network
performance and identify abnormal activities. The proposed model involved
data acquisition, preprocessing, and feature selection to obtain a relevant
subset of features. After which the refined dataset was analyzed using the
Konstanz Information Miner KNIME analytics platform. Three classifiers,
SVM, Resilient Backpropagation, and DT were evaluated using the
CICIDS2017 dataset. Experimental results show that the model effectively
improved detection accuracy and reduced false alarms, achieving a

maximum accuracy of 98.6% and an average accuracy of 90.59%. These
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findings highlight the potential of ML techniques in intrusion detection.
Nevertheless, the study has several limitations including, the lack of explicit
handling of class imbalance, the absence of detailed per-class performance

analysis, and no evaluation of detection time.

In [12], the researchers proposed a Realtime Intrusion Detection System
(RIDS) for enterprise networks using the WPA3 protocol to address security
vulnerabilities in WPA2 and WPA3. A new WPA3-specific attack dataset
was generated using a testbed network, and a two-stage IDS architecture
was introduced, where lightweight detection is performed at the access point
and suspicious traffic is forwarded to a WLAN controller for ML-based
analysis. LR, DT, and RF classifiers were evaluated. DT has achieved the
best performance at 99.98% accuracy and a false positive rate of 0.00054.
Although the results demonstrated strong detection -capability, the
experimental is limited by the narrow range of attack types, the lack of class
imbalance handling, restricted evaluation metrics, and the absence of per-

class performance analysis.

The study in [13] proposed a hybrid intrusion detection approach that
integrates network-based and host-based IDSs using ML to improve
detection rate, particularly for advanced persistent threats. It transforms host
data with the standard Bidirectional Encoder Representations from
Transformers (BERT) model, combines host and network features, and uses
a two-stage classifier, binary filtering plus multi-class classification. The
proposed approach was evaluated on CICIDS 2018 and NDSec-1 datasets. It
improved macro F1 scores by 8.1% and 3.7%, respectively, and
significantly boosts detection for certain attacks such as DoS-LOIC-UDP
and DoS-SlowHTTPTest. However, the study limitations include the lack of
systematic handling of data imbalance, limited class-level analysis,

omission of rare categories, and no measurement of detection time.
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In [14], the researchers evaluated how well different ML models and feature
extraction techniques generalize across multiple NIDS datasets. It compared
deep learning methods (Deep Feed Forward, CNN, RNN) and shallow
learning methods (DT, LR, Naive Bayes), alongside feature extraction
approaches such as Principal Component Analysis (PCA), Linear
Discriminant Analysis (LDA), and autoencoder. The approach was tested on
UNSW-NBI15, ToN-IoT, and CSE-CIC-IDS2018 datasets. Results show
that performance varies significantly, and no single model-feature
combination consistently performs best across all datasets. The findings
emphasized that dataset choice strongly affects detection performance and
highlight the need for a universal feature set. Remaining limitations include
weak handling of rare classes, lack of evaluation against adversarial attacks,

and no measurement of detection time.

Overall, the reviewed studies demonstrate that ML-based IDSs consistently
achieve high accuracy and outperform traditional approaches, particularly
when trained on modern datasets. However, many works share common
limitations, including inadequate handling of class imbalance, limited attack
diversity, and insufficient evaluation metrics such as detection time and per-
class performance. In addition, reliance on specific datasets or simulated
environments raises concerns about generalizability and real-world
applicability. These gaps highlight the need for more robust, balanced, and
comprehensive evaluation frameworks in future intrusion detection research.
This study contributes to existing literature by performing a balanced,

metric-rich, and time-aware comparative evaluation using a realistic dataset.

3. Methodology
This section outlines the steps taken to evaluate ML algorithms for intrusion

detection. It describes the dataset selection, preprocessing procedures,
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feature optimization, and class balancing techniques applied to ensure data
quality and reliable model training. It also presents the experimental design,
including dataset partitioning and implementation conditions, followed by
the description of the selected classifiers. This structured methodology
ensures fair comparison, reduces bias, and provides a robust basis for
assessing model performance in terms of accuracy, generalization, and

computational efficiency.

3.1 The Used Dataset

The CICIDS2017 dataset which is available online at [15] was developed by
the Canadian Institute for Cybersecurity to provide realistic network traffic
for intrusion detection research, and it was collected over multiple days in a
controlled environment designed to simulate real-world network behavior. It
contains 543,591 records with 88 features representing both benign and
malicious traffic. It includes diverse attack categories such as DoS/DDoS,
port scanning, brute-force attempts, web attacks, and botnet activity. The
dataset integrates flow-based statistical attributes with protocol-level

information, making it well suited for ML-based classification tasks.

CICIDS2017 dataset was preprocessed before being used for training and
testing models. Data preprocessing is a crucial stage because raw network
traffic data often contain noise, redundancy, and class imbalance which
occur when benign traffic instances vastly outnumber malicious ones
causing ML models to become biased toward the majority class [16]. To
ensure data quality, several steps were applied to clean the dataset from such
issues. These steps include the removal of missing and infinite values,
elimination of duplicate records, normalization of numerical attributes, and
encoding of categorical features. In addition, feature reduction was

performed through correlation analysis to identify highly correlated
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attributes, allowing redundant features to be removed in order to reduce
dimensionality and improve training efficiency. Since intrusion detection
datasets typically contain a much larger proportion of benign traffic than
attack traffic, class imbalance can negatively affect classifier performance.
To address this issue, a hybrid balancing approach was used, it represented
in combining downsampling of majority classes with the application of
Synthetic Minority Over-sampling Technique (SMOTE) to generate
synthetic samples for minority classes [17]. This has improved class
representation and enhanced the system’s ability to detect rare attacks. This
also helped in comparing multiple ML algorithms to evaluate their
effectiveness in intrusion detection and identify the most suitable model

based on accuracy, robustness, and computational efficiency.

In this study, four supervised ML classifiers were implemented, they are,
DT, SVM, KNN, and LR. These algorithms were evaluated under identical
experimental conditions to ensure a fair, unbiased, and the comparison of
their performance in network intrusion detection. These models were
selected because they represent diverse learning paradigms and have been
widely applied in intrusion detection research due to their proven
effectiveness and complementary strengths. To ensure reliable evaluation
and robust generalization, the processed dataset was partitioned into three
subsets: 70% for training, 15% for validation, and 15% for testing as
illustrated in Table I. This structured division allows the models to learn
patterns from the training data, fine-tune parameters using the validation
subset, and undergo final performance assessment on an independent test
subset that was not exposed during the training phase. This strategy helps in
reducing overfitting, enhancing model reliability, and providing a realistic

estimate of real-world performance.
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TABLE I. RESULTS FOR DATA SPLIT

Split type percentage Approximate size
Training data 70% 24500
Validation data 15% 5250
Testing data 15% 5250

Each classifier was implemented according to its underlying learning
principle, following subsections introduced and describe each classifier

individually.

3.2 Decision Tree (DT)

DT classifier is a supervised ML model that works as a hierarchical, rule-
based structure for classification. It builds a tree-like model by repeatedly
splitting the dataset into smaller subsets based on the values of input

features.

v v

Decision Node  Sub Declsion Node
Tree 1

¢ Leaf Node Leal Node Decision Node Leaf Node
Leaf Node Leaf Node

Fig 1. Decision Tree [18]

At each step, the algorithm selects the feature that best separates the data
into different classes, creating decision rules that guide the classification
process. This recursive splitting allows the model to learn complex and
nonlinear relationships between variables while still remaining easy to
understand. One of the main advantages of DTs is their high interpretability,

as the final model can be visualized as a set of clear conditional -if then-
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rules. This transparency makes DT especially useful in security applications
such as IDSs where it is important to understand how and why a particular

decision was made.

3.3 Support Vector Machine (SVM)

SVM is a margin-based classification algorithm that works by finding the
best possible boundary, called a hyperplane, that clearly separates data
points belonging to different classes. It chooses this boundary so that the
distance between the classes is as wide as possible, which helps the model
make more accurate predictions on new data. This approach makes SVM
especially useful for complex problems with many features, such as network
traffic datasets where each data record may contain a large number of

variables that need to be analyzed at the same time.

Optimal hyper plans

X, A

( : _j,' Support Vector

Maximum
margin

A 4

Fig 2. Support Vector Machine [19]

In this study, SVM is implemented to identify network intrusions; the SVC
function from Scikit-learn was used with default parameters. Despite their
effectiveness, the generalization ability of SVM models is significantly
affected by the choice of parameters, including the regularization parameter

(C), the kernel function, and the gamma parameter (y) [20]. SVM belongs to

85




Journal of Basic Sciences (JBS) vol. 39, no. 1, 2026

linear learning that uses a plane to classify instances into varying categories.
A hyperplane can be used as a prediction, as presented in Equation (1) [21].
_(+L ifwx+b=0
g(x)—{_l’ ifwx+b<0 (1)
The class is predicted as normal if g(x) is more significant than zero;

otherwise, the class is predicted as abnormal if g(x) is less than zero.

3.4 K-Nearest Neighbors (K\NN)

KNN algorithm is a distance-based classification method that determines the
class of a new instance by analyzing the labels of the closest data points in
the feature space. It measures similarity using a distance function, often the
Euclidean distance, typically denoted as D (a, b) as shown in Equation (2)
[22] where each feature of one instance is compared with the corresponding
feature of another across all r features in the dataset. Based on these
computed distances, the algorithm assigns the class that appears most
frequently among the selected nearest neighbors. Unlike model-based
techniques, KNN does not build an explicit predictive model; instead, it
directly compares new data with stored training examples, making it simple
to understand and easy to implement. Because it relies on this instance-
based, non-parametric approach and does not construct a decision boundary
in advance, KNN is particularly effective for pattern recognition tasks
involving complex or irregular class boundaries that cannot be separated

using simple linear rules.
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Fig 3. K-Nearest Neighbors (K-NN) [23]

In Equation (2), the i" featured element of the instance a, bi is the i

featured element of the instance b, while r represent the entire feature

quantity of the dataset.

D(a,b)~/Zy (ai - bi) &)

3.5 Logistic Regression (LR)

LR is a statistical learning algorithm used for classification tasks that works
well when the relationship between input features and class labels can be
separated using a linear decision boundary. It estimates the probability that a
data point belongs to a particular class by applying a logistic function to a
weighted combination of input features. Because of its simple mathematical
structure, LR is computationally efficient and can be trained quickly even on
large datasets, making it a practical choice for real-time or large-scale
applications. This efficiency, along with its interpretability and stable
performance, makes LR especially useful in problems where fast prediction
and clear understanding of feature influence are important. Mathematically,
LR computes the weighted sum of input features and adds a bias term b. The
resulting value z represents the linear combination of the feature vector x

and weight vector w, as shown in Equation (3) [24].
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z=w - xtb 3)

In Equation (3), nothing forces z to be a legal probability, that is, to lie
between 0 and 1. In fact, since weights are real-valued, the output might

even be negative, z ranges from —oo to co.

a(z)

Fig 4. The sigmoid function [24]

To convert the value z into a probability, we apply the sigmoid function,
also known as the logistic function, which gives LR its name. The sigmoid
function (4), takes a real value and maps it to the range (0,1). It is nearly

linear around 0 but outlier values get squashed toward 0 or 1.

L )

1+e

o2)=

By training and testing these four models under consistent conditions, the
study enables a comprehensive comparative analysis to determine which
algorithm achieves the best balance between detection accuracy,
generalization capability, and computational efficiency for intrusion

detection applications.
4. Research Design

The proposed approach consists of a set of sequence steps, starting with the
original dataset, followed by data preprocessing. The dataset is then divided
into three subsets, including training, validation, and testing. After that, four

models are trained and evaluated, after which the best-performing model is
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selected to classify the network traffic as either normal or malicious. These

steps are illustrated in Figure 5.
4.1 Models Training

The four selected ML algorithms, DT, SVM, KNN, and LR, were trained on
the prepared training subset to learn classification patterns that distinguish
between normal and malicious network traffic. The training phase involved
learning from labelled instances to build a predictive model capable of

identifying intrusions.

[On’ginn] Dataset ]

Data Preprocessing

\

| Training Dataset | | Testing Dataset |
S——

KNN,DT,SVM,LR

.

| Model Training ’>l Validation Dataset |

:| ML I\;10dels |
I 2

Evaluation for
four Models

Best Model
Selected

Attack: Portscan, DoS/DDoS, Bot, Other
Attacks, Brute Force, Web Attack

MNormal

Fig 3. The sigmoid function [24]

After training, the models were validated using a separate validation subset
to fine-tune parameters and reduce the risk of overfitting. This multi-model
learning allows for comparative analysis of the performance of each
classifier under equivalent conditions with the aim of identifying the
algorithm that produces the most accurate and generalizable results for

network intrusion detection. Subsequently, every trained model was
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assessed using unseen test dataset -data that wasn’t used during training and
validation phases- to ensure fair and unbiased assessment of model

performance.

4.2 Evaluation of the Four Algorithms

The performance of each ML model was assessed using both validation and
testing datasets. The validation set was used during training to monitor
generalization and adjust hyperparameters, while the unseen testing set was
reserved for final evaluation. Multiple metrics include; accuracy, precision,
recall, specificity, and F1 score [25], [26] were calculated to provide a
comprehensive assessment since relying on accuracy alone is insufficient
for IDSs. Using consistent evaluation criteria across all models allowed for
a detailed comparison of their ability to correctly classify normal and attack
traffic and to identify which algorithm achieved the best balance between

detection performance and generalizability.

4.3 Selecting the Best Algorithm

After evaluating all models, the best-performing one was selected based on
accuracy, precision, recall, and F1 score measured on both validation and
testing datasets. This model was chosen for its ability to reliably detect
intrusions, consistent with prior studies emphasizing the selection of top-
performing algorithms [27], [28]. The study’s goal was to compare multiple
ML algorithms to achieve accurate, real-time intrusion detection and
identify the model most capable of distinguishing between normal and

malicious traffic.
4.4 Performance Measures

The confusion matrix used to generate a multi-class classification dataset,

serves as the foundation to compute the key performance measures. It
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provides a summary of classification results by presenting the number of
True Positives (TP), True Negatives (TN), False Positives (FP), and False
Negatives (FN). These components are essential for deriving statistical
performance metrics, including accuracy, precision, recall, and F1-score,
that are used to evaluate the classifier’s effectiveness. The confusion matrix

for the multi-class classification task is presented in Table II.

TABLE II. CONFUSION MATRIX OF A MULTI-CLASS
CLASSIFICATION ALGORITHMS

redictea | Normal | Portscan | DospDas | Bot | GCCl | (R UL
Normal TP FP FP FP | FP FP FP
Portscan FP TP FP FP | FP FP FP
DoS/DDoS FP FP TP FP | FP FP FP
Bot FP FP FP TP | FP FP FP
Other Attacks |  FP FP FP FP | TP FP FP
Brute Force FP FP FP FP | FP TP FP
Web Attack FP FP FP FP | FP FP TP

After the four possible outcomes of a classification model were introduced,
it 1s important to understand their practical meanings and implications. TP
refers to cases that belong to a class and are correctly classified, while FP
are cases that do not belong to a class but are incorrectly labeled as such. TN
represents instances correctly identified as not belonging to a class, and FN
are instances that belong to a class but are wrongly classified as another.
Together, these four measures describe how well a model performs in

classification tasks.

The performance metrics now can be calculated using these four outcomes
as following [29], [30]. The accuracy is calculated as in Equation (5). It

measures the ability of classifier to diagnose classes in the dataset.
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TP+TN
Accuracy = ®))
TP+FP+TN+FN

The recall or sensitivity measure is computed as in Equation (6). It indicates
the accuracy measure of the target class's occurrence.
TP

6
TP+FN ©)
The precision measure is computed as in Equation (7) to measure the

Recall =

probability that a positive prediction is correct.

TP
TP+FP

(7

Lastly, the F-Score measure is calculated as in Equation (8). It is

Precision =

characterized by striking a balance between the proportion of the correct
values expected for precision (the model's accuracy) and the proportion of
the correct values expected to recall (the extent of the model's

completeness).

2 xPrecision xRecall
F1-Score = — (8)
Precision + Recall

5. Experimental Results and Result Analysis

This section presents the experimental evaluation of four ML classifiers -
DT, SVM, KNN, and LR - that were trained and tested on the CIC-
IDS2017 dataset using a 70%, 15%, and 15% split, as illustrated in section
number and Table I. Prior to training, several preprocessing steps were
applied, including correlation-based feature reduction, class balancing using
downsampling and SMOTE, and feature scaling for SVM, all of which

enhanced model reliability and reduced overfitting.

The results indicate that the DT classifier achieved the highest performance,
attaining 99.94% testing accuracy with very low training and testing times.

This was followed by SVM, which achieved 99.58% accuracy. KNN also
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showed strong performance with 98.97% accuracy but required longer
prediction time, whereas LR recorded the lowest accuracy, 89.26%, and the
longest training time. Table III. and Table IV demonstrate that DT and SVM
consistently maintained high precision, recall, and F1-scores across attack

categories with minimal misclassification.

Table III highlights clear performance differences in accuracy, recall,
precision, F1-score, and computational efficiency. Overall, DT achieved the
best balance between predictive performance and execution speed, followed
closely by SVM, while KNN showed competitive accuracy but suffered
from high computational cost during testing. LR showed fast execution but
limited capability in identifying complex attack patterns, thus ranked as
lowest in overall effectiveness. These findings indicate that tree-based and
margin-based classifiers are particularly well suited for complex intrusion
detection tasks, with the DT model emerging as the most practical candidate
for real-time IDSs deployment due to its superior accuracy, stability, and
efficiency. Class-level analysis as illustrated in Table IV, indicated that DT
consistently outperformed other classifiers in detecting minority attack
categories. Table V shows the aggregated confusion-matrix metrics for all

classifiers across all classes.

TABLE III. OVERALL PERFORMANCE OF ALL CLASSIFIERS

Classifier | Accuracy | Precision | Recall Si(l);e %221?5 Efrslgréf) Rank
DT 99.94% 99.94% | 99.94% | 99.94% | 0.4092 0.0119 I
SVM 99.58% 99.58% | 99.58% | 99.58% | 2.6790 0.6911 2nd
KNN 98.97% 98.97% | 98.97% | 98.97% | 0.0551 1.4974 3rd
LR 89.26% 90.83% 89.26% | 89.07% | 61.4226 | 0.0079 4t
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TABLE IV. CLASS-LEVEL ANALYSIS ACROSS ALL CLASSIFIERS

Class

Bot Brute | DoS/DDoS | Normal | Other | Portscan Web
Metric
DT Accuracy | 100% 99.96% | 99.94% 99.96% | 99.96% | 99.92% | 99.98%
DT Precision 100% 99.73% | 99.73% 99.87% | 99.87% | 99.87% | 100%
DT Recall 100% 100% 99.87% 99.87% | 99.87% | 99.60% | 99.87%
DT F1 100% 99.86% | 99.90% 99.87% | 99.87% | 99.73% | 99.93%
SVM o, 0, 0, o, 0 0, 0
fsarisy 99.90% | 99.92% | 99.87% 99.71% | 99.89% | 99.92% | 99.98%
SVM o, 0, 0, o, 0, o, 0
Precision 99.60% | 99.87% | 99.73% 98.29% | 100% 99.87% | 99.87%
SVM Recall 99.73% | 99.60% | 99.33% 99.73% | 99.20% | 99.60% | 100%
SVM F1 99.67% | 99.73% | 99.53% 99.01% | 99.60% | 99.73% | 99.93%
KNN 0 [V 0 0 0 0 0
AeaEsy 99.66% | 99.92% | 99.73% 99.24% | 99.81% | 99.73% | 99.81%
KNN 0 0 0 0 0 0 0
Precision 98.16% | 99.87% | 98.94% 97.72% | 99.20% | 99.73% | 99.07%
KNN Recall 99.47% | 99.60% | 99.20% 96.93% | 99.47% | 98.40% | 99.60%
KNN F1 98.81% | 99.73% | 99.07% 97.32% | 99.33% | 99.06% | 99.33%
LR Accuracy | 94.63% | 99.90% | 99.49% 94.72% | 95.09% | 96.59% | 99.01%
LR Precision 77.08% | 99.73% | 97.88% 93.08% | 74.65% | 100% 95.68%
LR Recall 88.80% | 99.60% | 98.53% 68.13% | 99.33% | 76.13% | 97.47%
LR F1 82.53% | 99.67% | 98.21% 78.68% | 85.24% | 86.45% | 96.57%

TABLE V. AGGREGATED CONFUSION-MATRIX METRICS FOR ALL
CLASSIFIERS ACROSS ALL CLASSES

DT SVM KNN LR
TP TN |[FP|FN|] TP | TN |FP|FEN| TP | TN |FP | FN]| TP | TN | FP FN
Bot 750 4500 0 0 748 | 4497 3 2 746 | 4486 14 4 666 | 4302 198 84
Brute
Force 750 4498 2 0 747 | 4499 1 3 747 | 4499 1 3 747 | 4498 2 3
Attack
DoS/
DDoS 749 4498 2 1 745 | 4498 2 5 744 | 4492 8 6 739 | 4484 16 11
Attack

ol
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DT SVM KNN LR

TP TN | FP | EN | TP TN | FP | EN | TP TN | FP | EN | TP N FP FN

749 | 4499 1 1 748 | 4487 | 13 2 727 | 4483 | 17 | 23 | 511 | 4462 38 239

Normal
Other 749 4499 1 1 744 | 4500 0 6 746 | 4494 6 4 745 | 4247 | 253 5
Attacks
Portscan 747 4499 1 3 747 | 4499 1 3 738 | 4498 2 12 571 4500 0 179

Web 749 4500 0 1 750 | 4499 1 0 747 | 4493 7 3 731 4467 33 19
Attack

6. Conclusion

The experimental results demonstrate that balanced datasets and lightweight
algorithms are essential for practical intrusion detection. Proper
preprocessing of utilized dataset and class balancing significantly enhance
detection reliability and prevent bias toward majority classes, which
otherwise leads to poor recognition of rare intrusions. Furthermore,
detection accuracy alone is insufficient for real-world deployment since
computational efficiency and response time are equally critical in high-
speed network environments. Using the CICIDS2017 dataset, four classical
ML classifiers were evaluated under identical experimental conditions,
confirming that traditional models remain highly effective for intrusion
detection tasks. Among them, the DT classifier achieved superior
performance in terms of accuracy, robustness, and computational efficiency,
providing the best trade-off between detection capability and execution

speed.

Future research will focus on enhancing the comparison of classifiers by
integrating ensemble and deep learning models to improve performance and
robustness. Evaluations will be extended across multiple datasets to assess
generalizability, while feature optimization will be explored to maximize

classifier efficiency. Additionally, the implementation of real-time testing
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will provide insights into the practical effectiveness of these classifiers

under dynamic conditions.
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