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ABSTRACT

Internet-based attacks issue still terrifies the Internet community including the individuals and employees at public and
private organizations. Many solutions were proposed to protect the Internet users against cybersecurity attacks. Most of
the solutions target the technical side of information systems. Attackers, therefore, still able to bypass technical-based
solutions through the human unawareness factor. Therefore, organizations have to implement effective training programs
to enhance their employees’ security awareness and influence them to comply with security rules and policies. The
problem which still exist is the challenges that confront the implementation process of effective security training
programs. That is why, security training challenges need to be analyzed to highlight the factors that limit the success of
training programs. In this paper, security training challenges are categorized into three types based on which aspect they
occur and cause impacts. The challenges are categorized as; organization-related challenges, trainees-related challenges,
and training program-related challenges.
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1. INTRODUCTION
Security awareness is a critical issue that the organizations always concern about. Organizations must
improve their employees’ security awareness to avoid security threats that may be caused by
employees’ misbehavior, these incidents may occur accidentally or deliberately. Whatever the reason,
cybersecurity threats will eventually cause big financial and/or reputational losses. Phishing is the
most known example of cyber threats in which, the attackers try to utilize the human un-awareness

factor to bypass automated (computer-based) security countermeasures.

Many reports show that phishing is in obvious increase. Anti-Phishing Working Group APWG [1]
show that the number of recent phishing attacks has more than doubled since early 2020, while the
APWG has observed a number between 68,000 and 94,000 attacks per month. In July 2021for
example, APWG has observed a number of 260,642 attacks. This number was the highest monthly
count recorded in APWG’s reporting history.

Besides the phishing, many of security gaps from which the Internet may threatened. Unawareness
factor may lead a user to be fall prey for an attack.

In general, countermeasures of cyber threats classified into two categories, technical and non-
technical solutions. The technical ones are implemented to mitigate the security breaches that caused
by a failure in the software and/or hardware of information system. The non-technical solutions, on
the other side, are applied to mitigate the security breaches that caused by the people who interact
with the information system. Researchers claim that, relying only on the technical aspect of solutions
is insufficient to protect the information systems, such solutions need to be complemented by efficient
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non-technical ones. A considerable concern should be directed to human awareness factor to improve
the cyber security countermeasures [2][3][4][5]. This study, therefore, focuses on the challenges to
security awareness factor and security training programs as a non-technical solution that used to

mitigate cyber security threats.

2. DEFINITION OF SECURITY AWARENESS
Security awareness has received different definitions to meet a variety of security requirements.
According to Information Security Forum (ISF) in [6], the security awareness was identified as a
continual process of learning by which, the trainees understand the information security issues, the
organizational security aims, and the trainees’ responsibilities to achieve these security aims. Another
security awareness definition was stated in [7] "a state where users in an organization are aware of
and ideally committed to their security mission”. Based on the research in [8], two aspects
compromise the security awareness; 1st, appropriate knowledge must be accurately and timely
presented to targeted trainees; 2nd, the presented knowledge should impact individuals’ behavior. If
one of these aspects was has missed, the other one, therefore, becomes useless. The researchers [8]
have defined security awareness as "the effort to impart the knowledge about information security to
the degree that influence users’ behavior, thus they conform to applied security policies". Three
aspects of security awareness were highlighted in the above security awareness definitions, they are;
ongoing or continual process, knowledge delivery method, and trainees’ behavior impact. However,
these earlier definitions have left out an important element in the knowledge acquiring process, which

is the gradation concept.

Based on the Adaptive Control of Thought-Rational (ACT-R) theory [9], the knowledge and values
are gradually acquired and learned through practice. Human brain keeps statistics on the frequency,
recency, and utility of knowledge components [10]. Based on these characteristics of human brain,
researchers in [4] have identified the security awareness as the knowledge that gradually acquired

through a continuous and updated attractive training method that influences the trainees’ behavior.

3. REASONS OF THE SUCCESS OF CYBER SECURITY ATTACKS
Researchers in many studies have highlighted the reasons of the success of cybersecurity attacks, the

most well-known of these reasons are presented in the following;

a. Many of Internet users consider the security just a secondary and less important task compared

to their primary aim of Internet browsing [11].

b. Users’ inattention, ignorance and non-compliance with security policies [12][13].
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c. Users in many cases do not have time to attend ongoing and/or long term security training

programs, or even they do not have time to implement trained security rules [14][15].
d. The failure to design efficient training program and identify its objectives [5][16].

e. Users’ overconfidence leads to wrong thinking that they are aware enough to detect security
threats [17][18].

f. The failure to implement motivation factors and/or sanctions to enforce the compliance with

security policies in organizations [19].

Researchers, therefore, recommend the solutions that can be applied at the non-technical (human)
layer of information systems. Security training awareness is the well-known applicable and efficient
solution. The training approach has proved its usefulness to support the performance of automated

(computer-based) information security systems [4][20].

4. CHALLENGES TO SECURITY TRAINING IMPLEMENTATION
The introduction in this research has highlighted the importance of human awareness in the success
of information security solutions and, thus, reduce the adverse effects of potential security threats. To
enhance the security awareness of the employees, many training programs with a variety of training
methods have been implemented [3][21][22]. Yet, each of these training methods has its own
limitations to improve the trainees’ ability to detect information security threats [23][24]. To achieve
the desired goals of security training programs, these programs must be properly designed, presented
and led. They must fulfill the organizations’ missions to influence the trainees’ security-related
behavior [25][26]. However, there are many challenges that must be defeated to design successful
security training programs. Researchers in [12] revealed that the security training practices and
security guidelines in many cases are presented at a conceptual level with no empirical evidence and
validity. In addition, these practices are usually implemented in a common format (one-size-fits-all)
with the omission of environmental differences where they are applied. The researchers in [12] have
also underlined three challenges that limit the success of security training programs. These and some

other challenges are discussed below;

The lack of motivational factors is one of the challenges that limit the success of information security
training and awareness programs. It is always recommended by many researchers to investigate
employees’ behavior and motivate them to understand the potential risks, and to attend security
training programs. Attending training programs is important factor in increasing the awareness of
trainees and important to motivate them to learn, and thus show a positive security behavior. As a
consequence they comply with information security policies and perform their duties with greater
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caution [2][5][12][27]. Several studies in the literature have reported that rewards are one of the
effective factors for achieving the goals of security training programs, the most prominent of which
is to motivate the employees to comply with security procedures and policies [13][16][28]. Rewards
can be awarded in tangible and/or intangible forms. On the other hand, other researchers argue that,
rewards can negatively affect the employees’ intention to comply with security policies especially if
this compliance causes some kind of inconvenience. An example of this inconvenience is the extra
time required to complete a task when complying with security rules, this will most likely make the
employees show improper security behavior [15][19]. Researchers also suggest that fear and
perceived importance can motivate employees to comply with security rules. They suggest that the
managers and security admins must announce the importance of compliance with security rules, and

should clearly define rewards and/or penalties to get employees to adhere with security rules [19].

Competition for employee attention is another challenge that limits the success of security training
programs. To overcome this challenge, five factors have been considered in [12] and they are

discussed in below;

1st factor, many methods to deliver the security training materials must be practiced to get the
attention of the trainees [12], the performance of the trainees is usually affected by the training
delivery method [27]. In [29], four of the most widely used training delivery methods are discussed,
namely, E-learning, game-based training, video-based training, and instructor-led training. In several
studies, researchers have compared the effectiveness of training delivery methods, and detailed results
from the comparisons are presented in [30][31]. A higher level of training efficiency can be achieved
by combining different methods rather than relying on just one method, and the decision on which
method to choose, should always be determined based on the content of training program [27].
Furthermore, it is desirable that, for the training exercise to have a lasting impact, employees or
trainees should be reminded frequently of the training materials. Security administrators, therefore,
should make clear plans for when and how to remind trainees [22].

2nd factor, shortening the content of security training program is important to increase its efficiency
[12]. Researchers in some studies argue that, instructor-based training should be as short as possible
for the purpose of memorizing and increasing program efficiency [32] as reported in [23]. With regard
to the content of security training program, it must, in addition, be compatible with the training
delivery method [2][27], and it must be correct, up-to-date, relevant and appropriate for intended

trainees to positively influence their performance and behavior [26].

3rd factor, develop the security training program to target the employees who deal with sensitive

information. The process of content design must consider the targeted participants’ level of awareness
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about the information security issues [12][27]. It’s an important matter to monitor and motivate
employees who deal with sensitive information to protect it. Although the employees know the value
of information and resources they deal with. In some cases, however, they may act in a way that

harms that information even if their act was not motivated by malicious intent [33].

4th factor, training delivery methods must balance getting trainees’ attention and flooding them with
training information that to avoid a situation in which they get confused. One of the most potential
security threats is the trainees' lack of attention to cybersecurity standards and rules. While designing
of security programs and choosing the methods to deliver training, program administrators should
focus on how to enhance individual willingness not only to participate in the training program, but

also to practice the trained lessons in their daily tasks and make it as a sustainable habit [4][12][27].

The 5th factor, investigation of successful security training programs for organizations with similar
risks. This helps alleviate the problem of trainees’ limited time and attention [12][34]. Investigating
the types of threat gives a clear picture of the threats faced by other organizations [29], and thus,
security administrators can easily design efficient security training programs. However, training
program designers must not forget that different organizations have different needs. This is an
important consideration for building a more efficient and cost-effective security awareness program

that addresses the specific needs of the organization [27].

The difficulty of measuring the effectiveness of training programs. Although there is a consensus that
a well-practiced training experience has an exemplary effect on the trainees, there still a critical issue
which is the ability to measure the overall efficiency of the training program[12][35]. Some of the
actions that taken to overcome this challenge are;

a. The effectiveness of security training programs can be measured by determining the security
awareness and knowledge retention with the consideration of the diversity of implemented
training methods, it should be noted that, each of training delivery methods has its own
advantages and disadvantages [30][31].

b. The number of reported security incidents can also be used to measure the effectiveness of
security training programs. Increased employee awareness usually results in reducing the rate of
such reported incidents since the level of security awareness is inversely proportional to the

number of reported incidents [29][31].

c. Testing the level of security knowledge of the trainees before and after attending the training
experiment is an important procedure to know their opinions about the training program [3][12].
Trainers must assess the knowledge level of the trainees before and after the training experiment

[27]. Knowing the trainees’ opinion is an important factor in improving security procedures. This
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adds a point of strength and effectiveness to the training program [36]. Trainees’ opinions and
feedback of can be obtained in several ways, the questionnaire is one of such ways. However,
other training methods such as the instructor-based method allow the direct feedback on the

performance of the trainees [23][37].

d. Carrying out simulated attacks on the organization’s network, for example by sending fake email
messages to test whether the security rules are in place or not. It is an important step to evaluate
the security procedures for discovering any vulnerabilities, thus, avoiding possible incidents
[12][28]. These assessments and measures are also important to collect the necessary information
and also to know the resources required to develop optimal training experiments, thus, meeting

the desired level of security awareness [27][37].

4. Another challenge which limiting the efficiency of security training programs is the knowledge

6.

retention factor. There is no doubt about the limitation of human memory in retaining the acquired
knowledge for a long time, people simply forget facts and details [29]. Several studies have examined
the lasting impact of security training programs. However, it is very difficult to agree on the ideal
retention time of security knowledge. Many studies have assessed the lasting effect of security
knowledge based on unequal time periods. Some have evaluated the training effect immediately after
the end of training program such as in [22]. Others have evaluated it after time periods that span over
1 month as in [38][39], 45 days as in [40], 8 weeks as in [41], 5 months as in [42]. Researchers in
[22] found that after six and eight months, participants’ skills were no longer much better than they
were before they attended the training program. Accordingly, it is not recommended to always rely
on the knowledge retention factor to implement security procedures, it is advisable to periodically
remind the employees of the security rules and policies that they must adhere to. The period intervals

of these reminders must be precisely specified.

The total cost of training programs is another challenge upon which the success of the training
program depends. Organizations always pay attention to the budget and try to implement the
resources that provide security standards at the lowest costs [43]. The expenses for security-related
requirements must be constantly covered by the organization's top management. However, this does
not mean that once the money is spent the training program will success. The real estimation of the
cost of the training program is one of the factors of its success [27]. Therefore, it is recommended to

measure the effectiveness of the training program to know if it is worth its cost.

Another challenge is the organization ability to fairly treat its employees, especially those who

intended to be aware about security rules.
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5. CLASSIFYING OF SECURITY TRAINING CHALLENGES
Despite the numerous researches in the field of security training, there are many challenges that limit
the effectiveness of training programs. The most known challenges were discussed in the previous
section. The literature shows that, an organization may face different types of challenges when
developing a security training program. Researchers in [28], for example, have proposed nine
initiatives to defeat security challenges. In this study, we recommend analyzing the nature, effects,
and vectors of security training challenges in order to overcome their negative impacts. These
analyses are necessary to implement the appropriate initiatives to address the real challenges faced
by the organization. Below, the challenges to security training programs are categorized based on the

aspect in which they occur and cause their effects;

1. Management / Organization -Related Challenges

The management support is a very important factor in defining the main objectives of a security
training program. Enterprise security administrators must identify and analyze the potential threats,
especially those that arise from humans, that must mitigate their adverse effects. The analysis of the
challenge lead to a good design of the training program, thus, clearly defining its objectives.
Management support gives a clear picture of the current state of the organization and availability of
the resources required to conduct a security training program. These resources include but not limited
to, the budget, premises and machines. The management support is also required to schedule the

program time based on the trainees’ duties and availability.

2. Program-Related Challenges

Many challenges affect the effectiveness of security training programs, most obvious challenges are
outlined here. 1st, the designers of training program need to choose the appropriate training delivery
method based on many factors such as the number of trainees, the nature of threats, and available
resources. Moreover, the program designers must consider that training material greatly influence the
choice of delivery method. Both of the training material and the training delivery method will
therefore affect the knowledge retention factor that must be extremely considered when the training
program is designed. The knowledge retention of employees should be tested and evaluated
periodically, and they should be periodically reminded of the training material. These reminder
intervals must be fine-tuned based on many factors such as when the training material should be

reviewed and updated.

3. Trainees-Related Challenges
In this context, several challenges may have a negative impact on the effectiveness of the training
programs. One of such challenges is targeting the right group of employees. The employees must
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participate in an appropriate training experiment in terms of training materials, delivery methods,
time and course duration. Another challenge in this context is the trainees’ intention to attend the
training experiment. Some trainees may be enrolled in and attend the training program; however, they
may not reach the desired goal of awareness, nor be concerned with the knowledge they acquire.
Moreover, even in cases where employees receive sufficient knowledge and are supposed to be more
aware, they may show a negative behavior towards security policies and rules. This behavior may be
caused by the employees’ overconfidence that they knowledgeable and aware enough to protect the
information system without adhering to security rules. This may also happen if employees do not
realize the importance of security rules for the organization. Or sometimes due to employees’
deliberate ignorance and neglect of security rules. In some cases, employees may intentionally bypass
security rules to get duties done quickly and easily. Other employees may show negative behavior
due to the stress at work and/or the external environment. In other cases, employees may see or feel
that their managers are treating them unfairly, thus, they deliberately ignore security rules as a
retaliatory reaction. In addition, the negative behavior of employees may occur in some cases due to

unintended errors.

Whatever the reasons of the negative behavior of employees towards security rules and policies, the
managers must identify and analyze these reasons. They also must find a way to force the compliance
to security policies. The managers can use the rewards and/or punishments to ensure a satisfactory
level of security policies adherence. They in some cases may need to allow or engage the employees

in making the security-related decisions.

6. CONCLUSION
This paper has discussed the challenges that limit the success of security training programs. These
challenges differ in nature, causes, effect and also in the program aspect in which they occur. The
literature shows that, there is no one-size-fits-all solution, every organization (targeted trainees’
group) has a situation that is different in some way from the others. Therefore, organizations should
customize the training programs to meet their own needs. This paper recommends the analyze and
classify of challenges that the security training program may face. Such process will help in the
classification of security training challenges, this will be useful for the organizations to perform
effective training programs. The investigation presented in this paper shows that security training
challenges fall into three main categories, namely: challenges related to the organization, challenges
related to the training program, and challenges related to trainees. In future, each of these challenges
can be further investigated to come out with more specific solutions relating to each “type” of these

challenges.
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